In the actual era of smart homes and smart grids, advanced technological systems that allow the automation of domestic tasks are developing rapidly. There are numerous technologies and applications that can be installed in smart homes today. They enable communication between home appliances and users, and enhance home appliances' automation, monitoring and remote control capabilities. This review article, by introducing the concept of the smart home and the advent of the smart grid, investigates technologies for smart homes. The technical descriptions of the systems are presented and point out advantages and disadvantages of each technology and product today available on the market. Barriers, challenges, benefits and future trends regarding the technologies and the role of users have also been discussed.
‚
Data collection: the technology allows the collection of all relevant data and provides access to them; ‚ Data processing: the technology allows the processing and analyzing of relevant data and can combine them; ‚ Data representation: the technology allows the relevant data to be made accessible to the users; ‚ Control and interaction capabilities: the technology enables users to access the status and monitor the functions of related technologies (bidirectional communication and interaction).
These factors need to be considered when tailoring the data that should be provided to end-users [44, 45] . Collected data can be shown to users as: (i) direct feedbacks, which are the representation of the collected data typically provided in real-time; and/or (ii) indirect feedbacks, which are derived from a post-processing task and provided after the energy usage has occurred. Direct feedbacks are: real-time plus feedback (i.e., real-time information about the level of energy used by the appliance), real-time feedback (i.e., real-time premise level information), while indirect feedbacks are daily or weekly feedback, which is that are household-specific information and advice on a daily or weekly basis, estimated feedback (i.e., typically web-based energy audits with information supplied on an on-going basis), and enhanced billing (i.e., household-specific information and advice) [42] . Figure 1 shows the percentages of annual household electricity savings based on 36 studies implemented between 1995 and 2010 [42] . Data can be presented in different ways, for example energy, peak power, cost, ecological footprint etc. and they can be compared with benchmarks and historical trends, but, to be effective, feedbacks to the end-users should be:
 Direct: the more immediate the feedback is, the more effective it is, but it requires a certain degree of knowledge and preparation from users;  Personalized: the way of presenting data is customized to end-users' needs;  Comparable: end-users can compare their actual electricity usage with benchmarks as well as with their historical data;  Flexible: the feedback technology needs to be continually improved, in response to users' suggestions and requests.
It is also clear from the literature that the way to communicate the feedbacks to the end-users involves two main approaches:  Systemic: the house exists in a systemic context, and the data, retrieved by means of a smart grid, are presented at an individual household level and compared with the average system performance [45] .  Gamification: the feedback is presented by using elements and concepts that are typical in computer games and is often integrated in a graphical user interface (GUI).
In the following sections, the most relevant technological devices and integrated software or applications today available on the market for improving the interaction between users and home appliances are presented, compared and discussed.
Review of the Technologies for Smart Homes
The most relevant technologies for smart homes discussed in this article, were grouped according to the following four categories:
1. Integrated wireless technology (IWT); 2. Home energy management system (HEMS); 3. Smart home micro-computers (SHMC); 4. Home automation (SHS/HA). Table 1 collects and organizes all the analyzed technologies, systems and products. Data can be presented in different ways, for example energy, peak power, cost, ecological footprint etc. and they can be compared with benchmarks and historical trends, but, to be effective, feedbacks to the end-users should be:
‚ Direct: the more immediate the feedback is, the more effective it is, but it requires a certain degree of knowledge and preparation from users; ‚ Personalized: the way of presenting data is customized to end-users' needs; ‚ Comparable: end-users can compare their actual electricity usage with benchmarks as well as with their historical data; ‚ Flexible: the feedback technology needs to be continually improved, in response to users' suggestions and requests.
It is also clear from the literature that the way to communicate the feedbacks to the end-users involves two main approaches: ‚ Systemic: the house exists in a systemic context, and the data, retrieved by means of a smart grid, are presented at an individual household level and compared with the average system performance [45] .
‚ Gamification: the feedback is presented by using elements and concepts that are typical in computer games and is often integrated in a graphical user interface (GUI).
1. Integrated wireless technology (IWT); 2. Home energy management system (HEMS); 3. Smart home micro-computers (SHMC); 4. Home automation (SHS/HA). Table 1 collects and organizes all the analyzed technologies, systems and products. 
Automation. It can be disabled (Off) or enabled (On). In the latter case, it is also reported if the automation is activated by a remote control (RC), by a smart meter (SM) or by a sensor (S); Visualization of feedbacks to users: Dashboard or display device (DD), physical component (PC), App; Adopted wireless protocol: ZigBee (ZB), Bluetooth (BT), Z-Wave (ZW), Radio Frequency Identification (RFID), Global System Mobile (GSM/GPRS), Insteon (IN), Wi-Fi and other; Commercial availability of the product: on a website (WS) or from the producer (Prod.), Source availability model: it is an open (Op.) or a close (Cl.) source. The symbol ( ' ) means that is present in the system/technology, while "-" means that is not present.
Integrated Wireless Technology and Network
Several studies on information and communications technologies for smart grids and smart homes can be found in literature [46] . Parikh et al. [47] presented several wireless communications options. They discuss the main challenges of each wireless technology. IWT is a communication commonly used within an office building, a private home or any other residence in order to allow internal and external short-range communication throughout smart home technology. IWTs are often preferred to wired technologies. The use of wired solutions, would be economically and/or physically prohibitive for many smart grid applications. Instead, wireless technologies give benefits such as a lower cost of equipment and installation, a quick deployment, widespread access and greater flexibility [48, 49] .
Furthermore, IWT systems could be implemented through a GUI to monitor and control home appliances remotely. It allows integration and communication within home energy management systems, whereas IWT has some disadvantages when integrated into a smart grid. They do not currently include local renewable energy generation systems such as Photovoltaic (PV) panels.
In this section, the most used wireless communication technologies (WCTs) and network protocols suitable for home area networks are discussed and compared ( Table 2 ). Figure 2 shows the top-level architecture of a smart home. It includes a server/gateway/router as a connection within the house and to the smart grid. These can be installed using one or a combination of the available external networks such as phone lines, digital subscriber lines (xDSL), cable, and power line networks.
Energies 2016, 9, x 8 of 32
In this section, the most used wireless communication technologies (WCTs) and network protocols suitable for home area networks are discussed and compared ( Table 2 ). Figure 2 shows the top-level architecture of a smart home. It includes a server/gateway/router as a connection within the house and to the smart grid. These can be installed using one or a combination of the available external networks such as phone lines, digital subscriber lines (xDSL), cable, and power line networks. 
Home Energy Management
Development of the home energy management system (HEMS) started due to the energy shortage and the effects of global warming. Since its first application in 1976 [67] , it has become one of the most popular research topics. The HEMS allows the energy usage of a building to be managed and controlled automatically and helps reduce peak demand for electricity and users' electricity bills [41] .
The number of HEMS installations is rising in areas of North America and Europe that have a high latitude, because of the number of hours of darkness each year. In those areas, the HEMS reduce quite significantly the total electricity demand: up to 30% of the electricity load takes place during peak hours. The peak load can be reduced by, on average, 30% and the operational cost of electricity by 23% [26, 68, 69] .
In smart grids, the use of energy management systems has become a priority to distribute locally the energy generated by users according to the prices of the energy, which is regulated by daily rates. A future trend might be operating using specific hourly rates, i.e., real time pricing (RTP), time of use (ToU), inclining block rates (IBR), critical peak pricing (CPP) etc.
If this method is used, the HEMS will improve the number of products that customers could use to perform daily tasks such as viewing data on energy usage, controlling thermostats, and individual home appliances, looking at tips on ways to save energy, manage a profile for participation in demand-response programs, and viewing their account and billing information. According to LaMarche et al. [69] and Green Tech Media [70] , all types of products available on the residential market can be divided into three categories (control devices, graphical user interfaces, and enabling technologies) that include the fundamental aspects summarized in Table 3 . The advantages of the HEMS are:
(i) The increased savings for both users and utilities providers; (ii) A reduced peak-to-average ratio and peak loads; (iii) They can include local energy production from renewable sources; (iv) They allows the household to be inserted in a systemic context, as a separate local grid, and allow it to be connected to the outside world, i.e., creates a smart grid; (v) They allow for historical comparisons of home energy usage.
The use of a centralized control function for the user interface, which includes a control for the use of appliances, is recommend and it would be useful to educate the end-users on how to use the integrated automated controls systems to avoid having automation that the end-users do not know to operate properly. Although, it would be necessary to develop a tailor-made user interface for a HEMS to work in smart homes, HEMS would enable the use of locally generated energy, the integration of energy storage, and an efficient connection with a smart grid. A comparison of the analyzed HEMS available on the market is presented in Table 4 . 
Smart Home Micro-Computers
Smart Home Micro-Computers (SHMC) are small-sized computers that are connected to other devices in order to automatize and control the whole smart home system. They consist in a microcontroller with complementary components that facilitate programming and incorporation into other circuits. An important aspect is their standard connectors, which lets users be connected to a central processing unit (CPU) board to a variety of interchangeable add-on modules known as shields. They allow the users make interactive projects and applications with the environment by using multiple extensible connectors and by receiving inputs from many sensors and affect its surrounding by controlling lights or other actuators.
In literature, there are some examples of applications where SHMCs have been combined with wireless sensors to create home automation systems to monitor and control home appliances [81] .
The strengths and weaknesses of each SHMC have been summarized in Table 5 .
Home Automation Systems
Home Automation (HA) provides an intelligent interface that monitors and learns the users' habits and might anticipate and facilitate their movements. HA can make life easier and more comfortable or provide some energy efficiency savings by interacting with users remotely [82] .
HA provides part of the system for managing the smart home. However, the HA system would need to be combined with non-automated devices for user interaction. For example, using only HA systems would not provide users with the ability to adjust their energy usage. But provided that, feedback is given to end-users based on the control activities performed as part of the smart home automation system. Such technology could well be included into an intelligent system that saves energy and improves thermal and visual comfort in the home by implementing both short-term and long-term thermal and visual discomfort indices [83, 84] . Some of the most adopted HA systems available on the market are described in Table 6 . Table 6 . Features, strengths, and weakness of the analyzed HA systems.
Product Name Main Features Strengths Weaknesses Reference

British Gas Smarter living & Energy saving-Smart meters
It is a smart home energy monitoring and controlling system developed by British Gas for their customers in order to keep a better control of the energy bills
(1) It allows users to interact with home appliances and works with a smart energy monitor that can be placed anywhere in the home; (2) It shows the used energy, gas and electricity, as well as its cost
It is a system developed by the British Gas company and therefore it is linked to a contract [90] Control4Home Automation
It is a HA system that allows the products and devices that the users already have and use every day, work together (1) The simplicity of the system and the user-friendly GUI; (2) It is fully compatible with media players and with home automation peripherals; (3) Customers' service can support the users all the time. Moreover, the user manual, FAQs, email support, phone support and tutorials are available
(1) The system allows the users to control lights, audio and security in the house, but not monitoring the energy usages and production; (2) Many of the peripherals are specifically designed to work with Crestron hardware controllers; (3) The home automation system installation must be set by professionals. Only after the installation, the users can add compatible devices; (4) It does not have a live chat support option or a user forum
[92] It is a hardware and software system that monitors, controls and optimizes electrical generation and usage throughout the home micro-grid
(1) The HA system stores solar energy generated during the day for use at night, when household demand typically peaks and electric vehicles are usually charged; (2) Capability of 'listening' to the grid to ensure only draws power at the most carbon-efficient times; (3) Solar energy and plug-in electric vehicles can join forces to provide zero carbon living and mobility
It is not compatible with other smart technologies systems [95] iHome or Apple HomeKit
It has not been presented yet, but Apple has announced that the system will be released along with IOS8. However, several iHome products are already available in the market
(1) It would use the location and the movements' data from devices using GPS technology to anticipate occupants' upcoming actions by providing an intelligent reaction; (2) A central hub device will allow connecting all the home appliances The system is expensive [98] LG Smart Thinq™
It is a HA system constituted by all the home appliances that can communicate each other
(1) It allows user to monitor and control appliances anytime, anywhere with a smartphone app; (2) It provides personal suggestions customized to the users habits, lifestyle and schedule to save energy and improve efficiency (3) The system communicates with the customers center or transmits data over Wi-Fi to the smartphone app for quick and easy diagnosis and solutions in case of malfunctioning It was mostly applied in commercial buildings because its slow development during the last few years
[100]
Nexia
The system works to monitor and improve home energy usage patterns and by integrating security components such as security cameras, entry sensors and door locks
(1) It is easy to use given its relatively few features; (2) It does not require professional help to install, unless the users use one of the thermostats system controller coupled with the system (1) The system does not support peripherals other than Z-Wave; (2) The system does not work with window shading, such as blind and curtain motors, or home theater systems; (3) The system does not offer any compatibility with other smart home control technologies
[101] The system allows the users to control lights, audio and security in the house, but not monitoring the energy usage and production [102] Panasonic smart appliance
It allows the user to control and manage their smart appliances and power usage. They can be remotely controlled and set on pause when energy costs are high The system gives you several ways to take control of your smart home
(1) The use of the app helps the system to stay simple, but also make remote access using a PC or Mac impossible; 
Discussion
In this section, the actual and future benefits and challenges related to the presented technologies will be discussed from different perspectives.
Challenges Related to Smart Home Technologies
The need for energy management systems is thus motivated by (i) the possibility of efficiently managing energy flows by using intelligent commands and a supervision system that is capable of interacting with both loads and generations to balance demand and supply, and (ii) the possibility of interacting with the external network to plan the production levels that are necessary to benefit economically from exchanging energy with the grid [111] .
Integration of the forecasting models, which are able to predict hourly power generation according to the weather forecasting inputs could make an optimal operation schedule in such a way that economically optimized power dispatch can be maintained to fulfill certain load demand. Some studies show that this would reduce daily costs by 28%. Further research could be performed to improve this method by including more relevant factors, such as the industrial and commercial profiles of a city or region [112] .
Peak demand charge is one of the major components of a customer's power bill and is the calculation of the amount of energy required during the peak demand periods. To cover the peak demand, utility companies are compelled to purchase reserves that remain untapped most of the time and are, only to be used for short periods of high demand or during failure of other reserves.
Furthermore, smart homes are basically equipped with renewable energy generation technologies. Unfortunately, local energy generation from renewable energy sources (RES) and energy requirements are misaligned. Therefore, a smart technology might be able to modify indoor environmental conditions to time shift energy requirements from peak to off-peak hours. Moreover, if the building is equipped with an electric storage, energy from RES can be used to charge the storage when the electricity cost is low, and discharge the storage during high-cost periods. Thus, the use of storage in conjunction with RES might help optimize the cost effectiveness of a smart home. A renewable energy time shift is particularly valuable for intermittent sources [113] .
Challenges, Benefits, and Motivations Related to the Users
Due to the direct involvement of end-users in the energy management of the power grid, the issue of load level has gained increasing interest in the last few years also considering that the unpredictable human factors can have significant influences on DR system's performance and the energy management of homes. A study conducted in Denmark investigated the heat usage in 290 identical homes. It was found that the highest heat consumption was up to twenty times higher than the lowest due to the occupant's behavior [114] . Users' habits play a key role related to energy use [115, 116] . Other studies [34, 111, 117] pointed out that users can efficiently operate in a real-time frame to optimally control all major residential energy loads, storage and production components while properly considering the customers' preferences and comfort level. The main objective functions for the operation of each household appliance are electricity payment minimization [22] . Therefore, users are becoming aware that they can manage energy resources and have an active role in the operation of the energy system by using the following strategies related to smart grids via their smart home technologies:
(i) Rationalizing the amount of energy required from controllable loads: smart grids enable providers to better control and plan production and to adjust the price levels of electricity. Previous studies have systematized approaches to home energy management, which may belong to one or any mix of the following three categories: (i) a technology-oriented approach; (ii) an economically-oriented approach or (iii) an environmentally-oriented approach.
(ii) Wisely scheduling running times for smart appliances that are likely to be shifted in time.
Households' involvement in cutting their overall energy demand and the evening peaks in energy usage is still being explored. Currently, a lot of interest is being directed to making homes more flexible energy users. This flexibility aims to modify households' load shape thanks to feedback on real-time energy usage and an indication from them of which tariff information they found useful in relation to optimizing their energy costs. (iii) Turning themselves into potential carbon-free generators of energy, through the use of renewable resources: so far, the focus of smart grid technologies has been on integrating RES into the grid to reduce the cost of power generation. Integrating these resources requires storage systems. Load/generation shifting can be used by customers, utility providers, or renewable power producers to take advantage of the different electricity rates available at various times of the day [113] .
Although the potential benefits of an active management of homes' energy use are significant, households as energy users are still subject to several concerns that could inhibit a rapid adoption of smart home technologies. The most significant concern is that, in order to maximize the benefits of smart grids, utility providers' and suppliers' of energy management solutions must adapt existing technological infrastructures to new bidirectional and dynamic loads. Therefore, the capabilities and the advantages of these systems are currently not fully deployed. This is one reason why widespread adoption of smart technologies in homes has been hindered [118] . Several experiments conducted on users' behavior have demonstrated that energy management systems for residential applications allow energy costs to be reduced by about 18%, while preserving the user comfort [22] .
Barriers and Futures Trends
Future research should be continued to develop algorithms and to study human habits to improve the efficiency and flexibility of the energy management strategy [119] . The potential benefit of communicating households energy usage in a systemic context, i.e., considering the dwelling as a part of a smart grid, has also been explored and has been recognized as a significant potential driver for the deployment of energy management solutions in households [45] .
The effect of feedback on end-users has been proven to be more effective the more direct it is. Furthermore, the representation of data should ideally be personalized to fit end-users' needs, habits, and education. Supplying users with the possibility of comparing their home energy usage with benchmarks as well as with their own historical data has also been shown to be an advantage. However, what is a relevant comparison will also vary among the users. For instance, a few user may be interested in comparing their own usage with that of others, hence adding a reference element, while others may not be interested at all in competing in this context. Moreover, users may by grouped according to different rules, e.g., per homes of comparable size, buildings with analogous occupation time, or buildings with similar average energy usages [45] . The most challenging aspect of users' motivation is that whichever type of feedback is used, the technology needs to be continually developed to meet the challenge of domestication. The process implies that end-users adapt the technology according to their own needs and expectations. However, this process has, from a visualization point of view, an adverse side effect [120] : any positive effect of any visualization methods used for end-users' benefit eventually stop as part of the domestication process. Consequently, any management system, independent of how effective it might prove to be, will only remain effective if the presentation of data is flexible and can be adjusted to vary over time [118] . The challenge lies in offering the end-users not only relevant data but also continual involvement in this adaptation and customization process.
Recently, the potential of offering gamification, i.e., the use of videogame elements and concepts from non-gaming contexts to improve user experience and engagement with an interface has started to be explored [121] . Having the option to compare own energy usage with that of others may include a potential gamification element.
Finally, another significant barrier, represented by users' knowledge about smart technologies has to be taken into consideration to realize a proper home automation system able to interact with users. Not only do smart appliances have to be correctly installed and properly configured, but the users' knowledge of smart devices needs to be consistently increased as well as their awareness of energy management.
Conclusions
In this article, the concept of the smart home and the advent of the smart grid have been presented. Smart technologies and products available on the market that allow an intelligent energy management of homes have been reviewed. The technologies summarized in Table 1 , which include both optimization-based and communication-based ones, have been evaluated. It was also discussed a general system's architecture and the barriers, challenges, benefits and future trends that future smart homes and grids will face. Efficient usage of electricity results in lowering peak load, reducing energy bills, and minimizing greenhouse gas emissions. In order to realize an effective integration of smart homes into a smart grid, the migration towards bi-directional communication networks has to be fostered, and well-tuned home automation system has to be designed.
It is expected that the work described in this article might channel efforts towards the choice of a more efficient, user-friendly system for smart home [21] .
The current trend indicates that in the near future, more and more smart homes will be built and the technology inside them will grow very fast in order to create a more responsive and active environment able to respond to the users' needs. In this regard, companies that produce software and home appliances are creating new applications and technologies specifically targeted at smart homes. The effect will be threefold: (i) in the future, homes will not be the same as today; (ii) existing infrastructures, such as smart grids, will be continually improved, and (iii) people's everyday lives will inevitably be affected by changes in available technologies and systems.
Concerning the role and motivation of the potential users of the energy management technologies that are being developed, much still remains to be explored before these systems will satisfy users' needs and help them fulfill their full potential as active and aware users. However, providing end-users with systems that are tailored to fit end-user profiles is a good start for providing real-time feedback. The option to measure performance against relevant benchmarks and make comparisons with other households' performances should preferably be included in such systems. The challenge to build in a well-functioning flexibility into the systems' presentation of data is likely to remain a continuous challenge for these systems as the users will gradually get used to any means of visualization of data and want it to be changed regularly. The need to provide homes with a systemic context calls for more cooperation with the smart grid' managers at a systemic level and more end-user studies. Finally, the potential use of gamification elements should be further explored to keep up with the latest computer game industry into smart technologies. 
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